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Currently, the most benefits of BYOD implementation is to provide mobility 
and flexibility in workplaces with the use of compact mobile devices makes it stress-
free to bring it everywhere.  Although the concept is easy for the user, it introduces a 
new threat to the security of information technology.  The network will be vulnerable 
to threats such as data leakage, complex security governance, lack of personal mobile 
devices control management, and incompetent employees in such technology.  In this 
study, the most significant factors of BYOD implementation success model in 
Malaysian government environment are investigated by considering security 
perspective.  This proposed model is to assist the government to develop a secure 
success model for implementing BYOD based on baseline theory models such as 
DeLone & McLean and other information system effectiveness theories.  This study 
used a mixed-method convergent design by combining qualitative and quantitative 
approaches.  The data collected is through interview sessions with the selected 
government’s employees including the expert team and using questionnaires for 
verification.  The quantitative data gathered has been analysed by computer software 
named Statistical Package for the Social Sciences.  The findings of this study are to 
pay attention to the security perspective of the BYOD implementation.  The 
proposed success model will valuable to IT leaders and decision makers in 
implementing the BYOD technology securely and appropriate security controls can 
be incorporated by government agencies in Malaysia as well as embrace the 
consumerization of IT trend in the workplace to provide employees with a modest, 








Pada masa kini, faedah pelaksanaan BYOD yang ketara adalah menyediakan 
mobiliti dan fleksibiliti di tempat kerja melalui penggunaan peranti mudah alih padat 
yang menjadikan peranti tersebut bebas dibawa ke mana-mana sahaja.  Walaupun 
konsep ini mudah untuk pengguna, tetapi ianya memperkenalkan satu ancaman 
baharu kepada keselamatan teknologi maklumat.  Sistem rangkaian terdedah kepada 
ancaman seperti kebocoran data, tadbir urus keselamatan yang kompleks, 
kekurangan pengurusan kawalan peranti mudah alih peribadi, dan pekerja yang tidak 
mahir dalam teknologi seperti ini.  Dalam kajian ini, faktor-faktor yang paling 
penting bagi model kejayaan pelaksanaan BYOD dalam persekitaran kerajaan 
Malaysia dikenal pasti dengan mengambil kira perspektif keselamatan.  Model yang 
dicadangkan ini adalah untuk membantu kerajaan dalam membangunkan model 
kejayaan selamat bagi pelaksanaan BYOD berdasarkan model teori asas seperti 
DeLone & McLean dan lain-lain teori keberkesanan sistem maklumat.  Kajian ini 
menggunakan kaedah reka bentuk penyelidikan campuran serentak dengan 
menggabungkan pendekatan kualitatif dan pendekatan kuantitatif.  Data yang 
dikumpul adalah melalui sesi temubual dengan pekerja kerajaan terpilih termasuk 
pasukan pakar dan menggunakan soalselidik untuk pengesahan.  Data kuantitatif 
yang dikumpul dianalisis oleh perisian komputer Pakej Statistik untuk Sains Sosial.  
Dapatan kajian ini memberi perhatian kepada perspektif keselamatan bagi 
pelaksanaan BYOD.  Model kejayaan yang dicadangkan akan bermanfaat kepada 
peneraju IT dan pembuat keputusan dalam melaksanakan teknologi BYOD dengan 
selamat dan kawalan keselamatan yang bersesuaian boleh diaplikasikan oleh agensi-
agensi kerajaan di Malaysia serta trend kepenggunaan IT dapat diterima di tempat 
kerja bagi keupayaan capaian yang menyeluruh kepada pekerja sama ada di pejabat, 
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Within a decade ago revealed the increasing of Information and 
Communication Technology (ICT) usage to change the way services are provided 
and creates a positive change in the working culture, reduce operating costs as well 
as increase productivity and quality of service among government employees (Perez-
Gonzalez & Daiz-Daiz, 2015; Siang et al., 2012).  This situation powered by the 
introduction of concepts such as Bring Your Own Device (BYOD).  BYOD is a 
concept or a policy where organisations allow employees to bring their personally-
owned mobile devices such as smartphones, tablets and/or laptops at work to access 
corporate data, information and applications (Dhingra, 2016). 
The evolving of mobile technology is a major challenge where the 
phenomenon of BYOD has become a trend in most organisations in many countries 
including Malaysia (Akin-Adetoro & Kabanda, 2015; Downer & Bhattacharya, 
2016; Engan, 2015).  According to Gartner (2014) Mobile Device Survey, the 
evolution of BYOD programs is the single most radical shift in the economics of 
client computing for business since PCs invaded the workplace and by 2018 more 
than 50% of users will use a tablet or smartphone first for all online activities (Rivera 
& Van Der Meulen, 2014).  It has been reported by the Malaysian Communications 
and Multimedia Commission (MCMC), that mobile phone penetration rate per 100 






In the Public Sector, BYOD also becomes a major issue of concern that 
involves of data security elements, especially official information and official secrets 
information contained in all the mobile devices.  BYOD has been commonly 
implemented by the Malaysian government agencies to provide mobility (work from 
any location without physical limitations through the use of variety mobile devices to 
perform official duties), flexibility, increase productivity as well as cost savings to 
the agencies in line with the new Public Sector Information Security Policy updated 
by MAMPU in 2015 (Engan, 2015).  This is supported by the BYOD Concept 
Effectiveness Study done to Ministry of Defence in 2013 (MINDEF, 2013), that 
indicates working was more effective and productive by carrying and using a device 
such as a smartphone, tablet or laptop at work.  These statistics show that mobile 
devices tend to access information faster through BYOD implementation and give 
advantages by increasing employee’s satisfaction and business productivity enhances 
collaboration and mobility, expands mobile access to resources and reduce spending 
on the sourcing support of devices by organisations (Selviandro et al., 2015). 
BYOD has been generally adopted and implemented in Malaysian 
government environment around 2010 since the evolving of mobile technology, 
whereby all the enforcement of security measures including guidelines establishment 
is managed centrally by Malaysian Administrative Modernization and Management 
Planning Unit (MAMPU) together with the government agencies that cover for ICT 
security respectively such as Office of the Chief Government Security Officer 
(CGSO), National Security Council (NSC/MKN), and Cybersecurity Malaysia 
(CSM).  Much Electronic Government (EG) applications in Malaysia today can be 
accessed through mobile devices such as Government Public Key Infrastructure 
(GPKI), Human Resources Management Information System (HRMIS), myJAKIM, 
myHealth, myKPDNKK, myTour, and much more, and it is harmonized with the 
government initiative towards mobile devices services utilized via mobile 
applications store called Government Applications Store (1GovAppStore) which was 
introduced later as a Gallery of Malaysian Government Mobile Applications 
(GAMMA) to encourage mobile devices applications usage for work purposes 






There are many elements and factors that may influence the effectiveness of 
the BYOD implementation in the government securely.  Downer and Bhattacharya 
(Downer & Bhattacharya, 2016) have concluded that BYOD has not addressed as 
security issue requires by the organisation.  The characteristics of current BYOD 
architectures and implementations make them unnecessarily difficult to deploy, or 
those characteristics render them incapable of delivering values in which alternate 
approaches can be achieved (Boon, 2016).  The deployment of BYOD technology 
intrinsically implies and enforces a higher assurance environment rather than 
operational cost consideration. 
The basic principles of Information Security (InfoSec) that have to be 
preserved are the Confidentiality, Integrity, and Availability (CIA) Triad (Matthew, 
2014; “The CIA Principle,” 2001).  InfoSec Management must be in place and ICT 
systems must be kept in an available, secure and reliable form towards a good 
security compliance (Reinfelder & Weishaupl, 2016).  Due to various issues and 
threats, we have to bear with the security implications such as information theft and 
leakage, damage to the system software or hardware, the loss in terms of time and 
finance, lost confidence in the organization’s delivery system and affect the image of 
the organization (Bann et al., 2015). 
1.2 Problem Background 
The implementation of BYOD in many organisations including Malaysian 
government agencies currently still has several issues relates to security threats 
which have impacted the agency’ security towards confidential data for using 
employees’ personal devices (Boon, 2016; Dzazali, 2012; Engan, 2015).  It does not 
have a sufficient level of security which the devices are not originally designed for 
business and the devices are prone to security holes such as a virus, malware 
contained in mobile devices and data loss (Selviandro et al., 2015).  Through web 
browser exploitation, phishing, drive-by download, downloaded application, Wi-Fi 
network interception, BYOD implementation will face a big challenge which 






Based on the Electronic Information Leakage Protection Study in Public 
Sector done by NSC/MKN in collaboration with MAMPU in the year 2012 (Dzazali, 
2012), top medium high potential causes leakages of Malaysian Public Sector 
information was through mobile devices by BYOD usage implementation concept.  
There was 8,427 high and medium incidents level were detected involving agencies 
under Putrajaya Campus Network (PCN) that exposed of classified information such 
as Official Secrets, tender procurement, the Cabinet paper as well as confidential and 
restricted materials (Dzazali, 2012).  Performing official tasks remotely using 
private-owned mobile devices to make office work and store official documents have 
the loopholes that government agencies need to pay attention at.  The previous study 
found that information leakage occurred in BYOD implementation which 
vulnerability of corporate data and several risks associated with information leakage 
and exposure to unauthorized parties, threat posed by hackers to data/strategic 
official information and official secrets contained in the device and lack of awareness 
about security safeguards of data/information in a mobile device identified (Boon, 
2016; Dzazali, 2012; Engan, 2015).  The chances of a security breach of sensitive 
information are high when employees left the organisation, there is an official and 
strategic information as well as official secrets on the mobile devices that are still 
accessible (Boon, 2016; Dzazali, 2012; Engan, 2015).  User accountability and 
integrity risks also are the concerns such as exposure and release information to 
unauthorized parties among users, monitoring user activity in accountability identify 
users from time to time, users keep the device’s confidentiality of the password and 
attention to a particular official secret information during the creation, processing, 
storage, transmission, delivery, transfer and destruction of the device (Boon, 2016; 
French et al., 2014). 
By allowing employees to BYOD, Malaysian government agencies are 
opening a new chapter for security managers and administrators towards complex 
security management.  The security governance framework and corporate security 
policies will need to be redefined and a great deal of effort will be required to make 
each policy efficiently operational and streamlined.  The infrastructure issues 
indicate that users have variety of device’s speed and OS compatibility, also devices 
using the organization’s network Wi-Fi will create the IT department having 






problems contained official information (Eslahi et al., 2014; French et al., 2014).  
Many of the mobile devices used by employees in the workplace such as Android, 
iOS, and Windows devices were not designed with full data security features in place 
(MAMPU, 2015b; Vargas et al., 2012).  For example, there is a deficiency in 
resilient security controls of the Android 2.3 (Gingerbread) Operating System (OS) 
version, that leaves vulnerable to the organisation and corporate information stored 
in such devices (Vargas et al., 2012).  This can be fragile in the business security 
which could lead to exploitation in the aspect of data leaks, lost devices, loss of 
control, malware, employee’s privacy, and legal concerns. 
As mobile devices are personally owned by employees, they download a 
range of personal applications into devices involving entertainment, games and much 
more (Armando et al., 2012).  Issues of mobile devices management relate to 
ownership arise which employee-owned mobile devices while the official 
data/information is owned by the organisation (Chang et al., 2014; MAMPU, 2013).  
Currently, some organisations implement device-based control technology policy 
such as Mobile Device Management (MDM) for strict control types of downloaded 
applications placed on users’ mobile devices (Rhee & Yi, 2015) but challenges 
continue when allocating such an MDM agent to personal devices to enforce security 
(MAMPU, 2013). 
There is also issues of data privacy concerns and regulatory compliance 
(Vignesh & Asha, 2015) due to non-existence of a proper policy or 
unclear/disorganized BYOD Security Policies/Procedures that explains the boundary 
and restriction when government agencies’ employees using personal mobile devices 
for accessing corporate confidential information and securing areas/places from 
external and internal intrusions (Boon, 2016; MAMPU, 2013; Morrow, 2012; Wong, 
2012).  Limited research has been done to encounter security issues that consist of 
the most major challenge confronting BYOD policy such as corporate data are being 
delivered to devices that are not managed by the IT department which have security 






These findings shows that the implementation of BYOD in Malaysian 
government agencies still has several issues relates to security threats, information 
leakage, complex security management, mobile devices management (data 
ownership), and data privacy concerns and regulatory compliance (Boon, 2016; 
Dzazali, 2012; Engan, 2015; Eslahi et al., 2014; Olalere et al., 2015; Selviandro et 
al., 2015) which must be taken seriously to find the solution to protect government 
information. 
Up to now, there are several related Malaysian Cyber Laws/Acts/Circulars/ 
Instructions/Guidelines to put security controls towards InfoSec or Public Sector ICT 
Security Assurance including BYOD implementation.  According to the new Black 
Book Security Instruction published by the CGSO, the user of mobile computing 
facilities who is processing official secrets out of the office shall ensure that it is 
protected against loss and damage as well as the information contained therein is not 
compromised (Engan, 2015).  The user of mobile devices should ensure the 
implementation of security measures for the physical protection, access control, 
backup data and protection from attacks by malicious software.  Besides, it is stated 
in the new Public Sector Information Security Policy updated by MAMPU, the 
features of mobility in organization communication refers to a way of working in 
which involve of an internal communication infrastructure facilities and external 
telecommunications; a variety of mobile devices usage; access to information and 
application system of the organization; and communication enabled across multiple 
physical locations to perform official duties (Engan, 2015).  In the General Circular 
No. 3, 2000: Government Information and Communications Technology Security 
Policy Framework (MAMPU, 2000), Malaysian Public Sector ICT Management 
Security Handbook (MyMIS) 2002 (MAMPU, 2002), and Information Instruction 
2007 (MAMPU, 2007), the agencies must provide a security measures against 
unauthorized access, modification, and repudiation to safeguard the BYOD 
implementation issues arise.  This must also comply to the General Circular No. 2 
1987 – Management Official Secrets in Accordance with the Official Secrets Act 
(Amendment) 1986 (“Official Secrets Act of Malaysia 1972,” 2015, “The Malaysian 
Official Secrets Act 1972,” 2004) which described the rules to be observed by 
government departments and agencies in managing the Official Secrets accordance 






As with all other evolutionary approaches, BYOD comes with its own set of 
concerns and objections.  Even though there have general initiatives done such as 
Instructions/Guidelines establishment (Dzazali, 2012; Engan, 2015) and 
implementation of Data Leakage Protection (DLP) (Dzazali, 2012; MAMPU, 2013) 
to put security controls towards InfoSec, it is still not enough to specifically ensure 
the secure success for BYOD implementation in Malaysia government environment 
as the security implications such as information leakage still occurs.  This is proven 
by the incidents of data and leakage involving agencies under PCN that impacted the 
government which classified information such as Official Secrets, tender 
procurement, the Cabinet paper as well as confidential and restricted materials have 
been exposed (Dzazali, 2012). 
1.3 Problem Statement 
Currently, BYOD implementation in Malaysian government agencies is a 
major issue of concern because of the data and information security elements, in 
precise official information and official secrets contained in the mobile devices of 
employees.  The BYOD implementation is vulnerable to security threats, information 
leakage and any other security concerns related to the mobile technology.  In the past 
decade, much research has focused on various BYOD security models or framework.  
It remains unclear why the models have limitations and require enhancements as well 
as improvements before widely implemented securely.  BYOD benefit the user and 
the organisation, but it needs to be managed in a systematic way so that information 
is not compromised.  The existing BYOD security solutions are not able to overcome 
the official information and official secrets in the mobile devices from being 
compromised and the Confidentiality, Integrity, Availability Triad of information 
being violated by security threats.  Control measures to implement BYOD in the 
organisation must balance the needs of security, functionality and easy to use.  Based 
on the foundations of BYOD security and controls outlined by Malaysian 
government authorities such as MAMPU and CGSO considering the information 
must be protected under any circumstances (on usage, location, device, and access), 






the mobile technology as well as user's behaviour concerning security relations that 
implementing the technology.  Therefore, there is a need and indispensable to 
develop a holistic, unique and secure success model for BYOD implementation to 
ensure the information security that preserves the confidentiality, integrity, 
availability triad of strategic data organisation. 
1.4 Research Question 
Considering the issues and problem statement mentioned, several Research 
Questions (RQs) of this study can be extracted and is formulated as follows: 
1.4.1 RQ1: What are the factors of BYOD implementation success model from 
both human and security perspectives? 
1.4.2 RQ2: How to develop a secure success model for BYOD implementation in 
Malaysia government environment? 
1.4.3 RQ3: Which factors are most significant in determining success 
implementation of BYOD in Malaysian government environment? 
1.5 Research Objective 
The purpose of this study is to develop a secure success model for BYOD 
implementation in Malaysia government environment that overcomes the security 
concerns when implementing secure BYOD.  The targeted goal will be accomplished 
by completing the following Research Objectives (ROs): 
1.5.1 RO1: To identify the factors of BYOD implementation success model from 






1.5.2 RO2: To develop a secure success model for BYOD implementation in 
Malaysia government environment. 
1.5.3 RO3: To evaluate the proposed model in determining success implementation 
of BYOD in Malaysian government environment. 
1.6 Scope of Study 
The respondents of this study will cover all employees of ICT Security 
Division and ICT Policy Development in Malaysian Federal Government agencies 
especially working in Putrajaya and Cyberjaya Selangor which confined to the 
current BYOD implementation.  This study will only review and analyse the relevant 
security’s factors in implementing BYOD securely from both human and security 
perspectives such as policy management and technology.  In addition, a sample of 
selected government agencies with employees who have various background 
knowledge of information technology is identified to evaluate the secure success 
model for BYOD implementation.  Data collection methodology will be mixed-
methods with a combination of interview and questionnaire.  Data collected will be 
analysed using Statistical Package for the Social Sciences (SPSS), Microsoft Excel 
and/or other related statistical software. 
1.7 Significance of Study 
This study will be a substantial effort in stimulating the practice of secure 
BYOD technology implementation in Malaysian government agencies.  Focusing on 
the development of the BYOD secure success model, where the model can be used as 






1.7.1 Theoretical Contribution 
In this study, a relevant factor that reflected in current BYOD implementation 
and existing security models from various researchers are identified and investigated 
in the motivating deployment of a secure success model for BYOD implementation 
in Malaysia government environment.  Together, the factors that mark significantly 
in implementing the BYOD technology securely also highlighted.  This study is 
likewise about discovering probable security factors resulting from the literature that 
entails comprehensive investigation.  The impact to the theoretical not restricted to 
what has been specified, even adding facts in more understanding on technical 
characteristics. 
1.7.2 Practical Contribution 
The impact of this study would be attention to researchers in BYOD 
technology as well as the organisation and developer mostly in security practice.  
The results and recommended secure success model will valuable to IT leaders and 
decision makers of the agencies in implementing the BYOD technology successfully 
and suitable security controls can be embraced by government agencies in Malaysia. 
1.8 Summary 
This section covers the overview of BYOD implementation issues and the 
problem statement is acknowledged when BYOD users connect their mobile devices 
to a government network for official services usage.  The weakness is wide-open a 
major issue of concern because of the information security elements, in precise 
official information and official secrets that contained in the mobile devices of 
employees. Therefore, in this research, a success model for BYOD implementation 







This research comprises six chapters.  Chapter One (1) deals with research 
background about bringing personal mobile devices to the organisation to carry out 
daily tasks which consist of the Overview, Problem Background, Problem Statement, 
Research Question, Research Objective, Scope of Study, and Significance of Study. 
In Chapter Two (2), a Literature Review (LR) of the BYOD definition, 
BYOD Baseline Theory Model from both human and security perspectives are 
discussed. BYOD Previous Researchers’ Findings on existing BYOD 
Model/Framework and Technologies will be indicated and benchmark in order to 
discover the gaps or limitations between the current implementation. 
Chapter Three (3) consists of the Research Methodology which supports in 
working the study.  Instruments Design, Data Collection Method, Data Analysis 
Procedure, and Pilot Study activities are detailed as techniques and methods selected 
to achieve the aim and objective of the study. 
Chapter Four (4) describes the proposed Conceptual Model for BYOD 
success implementation based on the initial findings gathered from the LR and initial 
Expert Review.  Existing BYOD Security Model/Framework has been analysed and 
factors of those models have been identified.  A secure success conceptual model for 
BYOD implementation in Malaysia government environment has been proposed. 
Chapter Five (5) consists of the Results and Data Analysis which presented 
statistical analysis figures about data analysis on significant factors affecting the 
success of BYOD implementation through techniques and methods identified in 
Chapter 4. 
Chapter Six (6) consists of the Discussion and Conclusion for Findings 
Summary which the results in Chapter 5 are supporting or not the proposed BYOD 
model in achieving the objectives specified earlier.  Contribution, Limitations, and 
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